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Xorble Key Storage Provider for Azure Key Vault

The most cost-effective way to provide a FIPS-backed HSM service with true native
Windows KSP integration for Azure VMs is Xorble KSP for Azure Key Vault
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Introduction to Azure Key Vault

Key Handling in Azure — Key Vault has provided strong

cryptographic services since 2015. Fundamentally very strong

with no public exploits

Premium Key Vault

« Microsoft managed FIPS 140-2 Level 2 validated Hardware
Security Modules (HSMs)

Standard Key Vault

- Keys are protected in software, no dedicated HSM protection
for customer keys

Main Issue

« Microsoft has never provided Key Storage Provider (KSP) that
allows native Windows applications to use Key Vault protected
keys. Applications were expected to be rewritten

- Therefore, native applications require all keys to be exportable
and be copied to the VM via the Key Vault extension

« Azure Key Vault extension for Windows/Linux duplicates keys
to VMs — vulnerable to attack
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Azure Key Vault — Typical Use Lorbl

Azure Key Vault extension for Windows/Linux
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Azure Key Vault — Attack Scenario ol

Attacker can retrieve keys
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Xorble Key Storage Provider for Key Vault o

Keys Not Exportable - FIPS 140-2 Level 2 HSM Protected
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Xorble Key Storage Provider for Key Vault Horbie

« Supports
« Azure Windows Server Virtual Machines
« Azure Arc Windows Server Machines
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Xorble Key Storage Provider for Key Vault
« RSA and ECC Support

« RSA 2048, 3072, 4096 bit signing and encryption keys/certificates

« ECC 256, 384 and 521 bit signing keys/certificates
» Performance

» Key Vault limits performance allowed per 10 seconds:

Xrble

Key type HSM key HSM. key Software key Software. key

CREATE key | All other transactions CREATE key | All other transactions
RSA 2,048-bit 10 2,000 20 4,000
RSA 3,072-bit 10 500 20 1,000
RSA 4,096-bit 10 250 20 500
ECC P-256 10 2,000 20 4,000
ECC P-384 10 2,000 20 4,000
ECC P-521 10 2,000 20 4,000

https://docs.azure.cn/en-us/key-vault/general/service-limits
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Xorble Key Storage Provider for Key Vault

Typical Use Cases
Actlve Directory Certificate Services

Certification Authority role
« Certification Authority Web Enrollment TLS/SSL certificates
« Certification Authority Web Service and Policy Web Services TLS/SSL certificates
« NDES/SCEP server roles

Online Responder (OCSP)

o Web Servers TLS/SSL

 Protect all web traffic using certificates

« Other TLS application uses
 |Psec Server Certificates

« |Psec can provide strong tunnel and transport authentication and encryption of traffic

« Domain Controller Certificates

Xrble



Key Vault Comparison

Xrble

The most cost-effective way to provide a FIPS-backed HSM service with true native
Windows KSP integration for Azure VMs is Xorble KSP for Azure Key Vault.

Windows

Option :ne;::ilty Integration FIPS Level Tenancy 3:;:? I(\:ch;r[;t)hly Sost
(KSP)
gtegn\é:l:g Copy of keys z(SecS)ftwa e) None Multi Per key $0-$2
gfgn‘l';‘:: Shared HSM (NR‘EST apy FIPS140-212  Mutt Per key+ops  $10-$120
grm:':‘(fsup'zl(“;, \S/galzes‘?, M Vs FIPS 140-2 L2 Multi CK(\)/nTpu o $50-5200
Managed HSM gﬁgtigfted NoO FIPS 140-2 L3 Single Hourly ~$3300
ﬁzslll\:le Cloud Cluster PKCS#11  FIPS 140-2 L3  Single Hourly ~$3300
Dedicated HSM Appliance Yes FIPS 140-2 L3  Single Hourly ~$3400




Xorble Key Storage Provider for Key Vault

Cost Model — Two roles:

Xrble

» PKI Servers - Typical PKI Server with 4 vCPU cores and 16GB of RAM, cost is about

$175/month

 Non-PKI Servers - Typical Server with 4 vCPU cores and 16GB of RAM server cost is

approximately $35/month

Costs are aimed low enough to not be prohibitive for use with every server

ltem $/hour $/day $/month
PKI Virtual Core Cost 0.05019 1.20456 36.6387
PKI RAM Cost (per GB) 0.00240 0.0576 1.752
(Non-PKIl) Virtual Core Cost 0.01004 0.24096 7.3292
(Non-PKI) RAM Cost (per GB) 0.00048 0.01152 0.3504




Integration with Azure Marketplace ol

Azure Marketplace provides a straightforward experience for customers to purchase Xorble KSP4KV

[ |
~ A Xorble Key Storage Provider for ke X = == = (m] X

& C () | O https//portal.azure.com/#view/Microsoft_Azure_Marketplace/Galler.. B AY ¥7 1= o Wy Chat

Microsoft Azure

Home > Marketplace

Integration with |
Xorble Key Storage Provider for Key Vault P X
Azu re M a rketp I a ce E Xorble Limited

* Looking for an existing subscription to this product? View all your SaaS subscriptions
Eases deployment Xﬂﬂc Xorble Key Storagge ProvE:der ;or Ke; Vault v z;
and billing and .
orble Limited | SaaS
provides a unified

interface

Subscription Plan

‘ Pay-As-You-Go v ‘ ‘ Xorble Key Storage Provider For Key ...

Overview  Plans + Pricing Usage Information + Support Ratings + Reviews
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Getting Started and Deployment

Go to the Azure Marketplace to deploy:
https://marketplace.microsoft.com/en-
us/product/xorble.xorblekeystorageproviderforkeyvault

Your Xorble Key Storage Provider for Key Vault SaaS subscription was configured successfully — g X
|
| |
e @ O a8 GQ B @ el ¥V O o
<o Block ~ Delete Archive  Report Reply Reply Forward Meeting Chat Zoom Move Sweep Rules Quick Read, > Copilot
~ all v v v ~ steps » Unrear
Delete Report Respond Teams Zoom Move Quick steps ~

Your Xorble Key Storage Provider for Key Vault Saa$ subscription was configured successfully £ Summarise this email

Microsoft O a« > &
To: ®

BY Microsoft

Your Xorble Key Storage Provider for Key Vault
SaaS subscription is now active

Xorble Limited has successfully configured your Xorble Key Storage Provider for Key Vault
Saas$ subscription, and it's now active.

Your billing for this SaaS subscription starts on May 18, 2026.

Review Saa$ subscription >

For more information, see the documentation.

B Microsoft | Marketplace Sign in

Products > © Search Marketplace

Products > Xorble Key Storage Provider for Key Vault

Xorble Key Storage Provider for Key Vault
by Xorble Limited
& saas

Pricing Price varies

orble

Overview  Plans + Pricing Ratings + reviews Details + support

Xorble Key Storage Provider for Key Vault provides a general cryptographic KSP for use by
Windows.

Xorble Key Storage Provider for Key Vault provides a general cryptographic KSP for use by Windows that uses Azure
Key Vault as the key and certificate store. The KSP is designed to provide a solution for organisations that require an
HSM backed service for application such as PKI etc. The KSP supports RSA (2048, 3072 and 4096bit) and Elliptical
Curve Algorithms (256, 384 and 521 bits).

Xorble specialises in innovative software solutions for cloud based cryptography and Public Key Infrastructure (PKI).
In an era of increasing cyber threats, we aim to provide robust tools that enhance digital security, allowing
organisations to protect sensitive data and ensure secure communications.

The Xorble KSP for Azure Key Vault provides a safe and secure way to use certificates that are protected using Key
Vault HSM protections thus protecting against key theft.
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KSP Deployment - Designed to be automated orbie

Install designed to be automated end to end

Download the KSP MSI from:

 https://xorble.com/download/

* |nstall can be automated via PowerShell/Azure Run Books with sample script.

Key Vault Name by default is derived from managed [#xoessen - X
-

|d e ntlty Welcome to the XorbleKVKSPSetup Setup Wizard

« Makes automation of the build easier
« Sample PowerShell scripts for Azure and Arc setup

The installerwill guide you through the steps required to install *orble KVKSPSetup on your
computer.

Requires Access to various URLs:

* https://<vaulthame>.vault.azure.net T

+ https://login.windows.net e O g et
« https://xorblekvksplicensingapp.azurewebsites.net
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Conclusions .

- Every Server, HSM-enabled by design

- Costs are aimed low enough to not be prohibitive to enable for every server
- Microsoft managed FIPS 140-2 Level 2 HSM for every server

- Typical Use cases

- Microsoft based PKI (ADCS), Web Servers TLS/SSL, Other TLS applications, IPsec, Domain Controller
Certificates

- Supports Windows Server Azure Virtual Machines and Arc Machines
- KSP Deployment - Designed to be automated

- Integration with Azure Marketplace
- Azure Marketplace provides a straightforward experience for customers to purchase Xorble KSP4KV

- The most cost-effective way to provide a FIPS-backed HSM service with true
native Windows KSP integration for Azure VMs is Xorble KSP for Azure Key Vault
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